NSU Wireless Internet Setup (Windows Vista)
Your wireless network card must be able to support WPA (Wi-Fi Protected Access) security to
connect to the NSU network. The following setup applies to the Windows Vista built-in
wireless utility, but other versions of Windows can use these settings if a wireless utility came

Step #1: Click on the
Windows button at the
bottom left-hand corner
of the screen. Then,
click Network on the
right side of the
Windows menu.

Step #2: When the
Network screen comes
up, click on Network
and Sharing Center and
a new window will
open.

Step #3: Click Setup a
connection or network
on the left side of the
window to add a new
network setup.
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Step #4: Select
Manually connect to a
wireless network and
click Next.

Step #5: Type in the
Network name:
“Secure_Student’ or
“Secure_Student2”.

Choose “WPA-
Enterprise¢ for Security
Type a n dKIP"
Encryption Type or
“WPA2-Enterprise€ for
Security Type a n GAES
for Encryption Type if
those options are
available. If you do not
have the WPA option,
your wireless card may
not support this
security.

NOTE: Make sure all
settings and entries look
exactly like the
screenshot.

Then click on Next.

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

ﬁ Manually connect to a wireless network
3 Choose this to connect to a hidden network or create a new wireless profile

& Set up a wireless ad hoc (computer-to-computer) network
A&Ry Set up a temporary network for sharing files or an Internet connection.

/= Set up a dial-up connection
# Connect through a dial-up connection to the Internet.
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Enter information for the wireless network you want to add

Network name: Secure_Student

Security type: [WPA-Enterprise -

Encryption type: [TKIP v]

Security Key/Passphrase: ‘ ‘ [] Display characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
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Step #6: Choose
Change connection
settings from the list.

Step #7: Click the
Security tab at the top
of the window, and click
the Settings button next
to Protected EAP
(PEAP).

Step #8: Make sure that
the Validate server
certificate option is
unchecked.

Click the Configure
button next to Secured
password (EAP-
MSCHAP v2) at the
bottom of the window.

Successfully added Secure_Student

< Connect to...

Open the "Connect to a network" dialog so I can connect.

“ Change connection settings
Open the connection properties so that I can change the settings.

"Secure_Student Wireless Network properties

Security type: | WPA-Enterprise

Encryption type: [TKIP

Choose a network authentication method:
|Protected EAP (PEAP) v | settings... |

Cache user information for subsequent connections
to this network

Validate server certificate

[ connect to these servers:

Trusted Root Certification Authorities:

Class 3 Public Primary Certification Authority

[7] Equifax Secure Certificate Authority
GTE CyberTrust Global Root
Microsoft Root Authority

Microsoft Root Certificate Authority
Thawte Premium Server CA

Thawte Timestamping CA

EI Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secl.ted password (EAP-MSCHAP v2) VJ [ Configure... ]

Enable Fast Reconnect
|| Enable Quarantine checks
|| Disconnect if server does not present cryptobinding TLV




Step #9: Make sure that
the When connecting
option is unchecked.

"EAP MSCHAPV2 Properties s

When connecting:
Click the OK button on

all windows until you F Automatically use my \Mndows logon name and
are returned to the W Pac donis £ AL

Manually connect to a
wireless network
window and select
Connect to.

Step #10: A bubble will
appear at the bottom

right of your desktop. = _ .
Click on the bubble (not IS¢ Additional information is required to connect to Secure_Student
t h b bbl s 2. (lickto provide additional information and connect
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login window will

appear.

Step #11: Under Enter
Credentials, type in your
myNSU username and
password in the spaces
provided, and type in
“STUDENT” f or t
Logon domain.

Enter Credentials

Click OK to connect to
NSU' s wirel

User name:

Password:

Logon domain:  STUDENT

[ ] Save this user name and password for future use
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